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Introduction

Introduction

Audience

This document is written for customers and prospective customers interested in
using NICE Uptivity Call Recording in an Avaya SMS telephony environment.
Readers who will perform procedures in this guide should have a basic level of
familiarity with IP telephony, general networking, the Windows operating system,
Avaya System Management Service (SMS), and NICE Uptivity.

Goals

The goal of this document is to provide knowledge, reference, and procedural
information necessary to understand a proposed Avaya/NICE Uptivity integration
using Avaya SMS, and to configure the Avaya equipment to support the integration.

This document is NOT intended as a specific system or network design document. If
further clarification is needed, consult with your telephony vendor(s).

Assumptions

This document assumes the reader has access to an Uptivity Sales Engineer,
Project Manager, or other resource to assist in applying this information to the
reader's environment.

Need-to-Knows

To facilitate ease of use, this document takes advantage of PDF bookmarks.
By opening the bookmark pane, readers can easily refer to the portion(s) of
the guide that are relevant to their needs. For example, the Uptivity
application administrator can click on the Customer Administration Tasks
bookmark to jump directly to that section.

To expand and collapse the bookmark pane, click on the bookmark icon on the left
side of the document window.

For information and procedures related to Uptivity configuration, consult the
Uptivity installation team.
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Introduction

Terminology

To ensure a common frame of reference, this guide uses the following terms in
conjunction with this Avaya integration:

e AES — Application Enablement Services. The AES server in an Avaya contact
center hosts software that provides CTI events.

¢ Avaya CMS — Avaya Call Management System. This contact center product is
designed for businesses with complex contact center operations and high call
volume. Sometimes referred to as Avaya CM.

e SMS — System Management Service. This is a web service hosted on the AES
server that allows Uptivity to access certain features of the Avaya CMS.

e S8300, S8500, S8700 — These are common models of Avaya PBX equipment

Customer Responsibilities

You are responsible for supplying the physical connection(s), IP connection(s), or
both to your telephone system, as well as any licensing required by Avaya. You
may also be responsible for configuring Avaya system components to support the
recording integration. See your specific integration in the Customer Integration
Tasks section for additional information.
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Avaya SMS Integration Overview

Avaya SMS Integration Overview

This integration uses Avaya SMS along with VolP recording, eliminating the need for
port mirroring on CLAN/PE interfaces to obtain device registration when recording
on a VolP network. Instead, this information is pulled directly from the station
registration database on the CM. Call control events and metadata are provided
through AES using TSAPI. The Avaya SMS integration does not stand alone but is
meant to work with an existing CT1 Core.

Voice Packets (RTP)

CTI Data

Avaya CM Avaya AES System
A Management Service

Switch 2

A

U=

Agent Phone 1 Agent Phone 2 Agent Phone 3

\4
-

NICE Uptivity Recording Server

General architectural example of an Avaya SMS integration
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Avaya SMS Integration Overview

Component ‘ Function

Avaya Communication | The Avaya CM manages users, call routing, and telephone
Manager registration.

Avaya AES The AES server hosts SMS.

The SMS service enables Uptivity to retrieve the registration

Avaya SMS
d status of devices (that is, telephones) on the Avaya CM.

Provides an interface to NICE Uptivity to start/stop call
recording. Generates call records in the Uptivity database
that store Agent ID and other information. May also host the
Web Portal for playback and system administration.

NICE Uptivity Server

Avaya Requirements

Hardware

e Avaya S8300, S8500, or S8700 PBX
e Avaya AES/SMS 5.2 — 6.1

These requirements are in addition to the audio source requirements documented in
the relevant integration guides.

Software & Licensing
Avaya SMS requires no additional software or licensing for AES 5.2 — 6.1.

NICE Uptivity Requirements

The Uptivity hardware, software, and licensing requirements are specified in the
integration guides for the audio source configurations. No additional NICE Uptivity
software or licensing is needed for SMS.
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Avaya SMS Integration Overview

Customer Configuration Overview

The following table provides a high-level overview of the customer configuration
steps in Avaya SMS integrations. Links are provided for tasks that are covered in
this guide.

Customer Configuration Steps for Avaya SMS Integrations

1 | Perform any required configurations for the audio source integration.

If not already configured as part of the audio source integration:

Configure the CTI Link on the Avaya CM.

Create the CTI User Account on the AES Server.

Verify the TSAPI Link on the AES Server.

Verify TSAPI License Availability.

Configure UCID (Optional).

3 | Create a CTI Link between the Avaya CM and SMS.

Create an SMS user account for Uptivity on the Avaya CM and provide the credentials
to the Uptivity installation team. In order to get a list of registered stations for the
Uptivity SMS module, SMS must use a CM account with a SAT user profile that has
the Stations setting enabled.

5 | Verify Installation of AES Web Service RPMs.

6 | Configure SMS.

7 | Verify SMS Functioning if needed.

Customer Guide to Avaya SMS Integrations 9




Customer Integration Tasks

Customer Integration Tasks

The information in this section is provided for your reference only. Detailed steps
for the Avaya configuration can be found in Avaya’s documentation, which is
available on the Avaya website. You should always use the appropriate
documentation from Avaya to install and configure Avaya components.

Configure the CTI Link on the Avaya CM

O This task may have been completed when you configured the audio source
integration.

A CTI Link (also known as a T-Link) between the Avaya Communication Manager
and AES is required for communication of events via TSAPI. The Avaya CM can be
configured via the Avaya Site Administration tool (GEDI) or through a telnet
session.

The following instructions use CM 5.2.1. Other software versions may differ.

1. In GEDI, select the Parameters-> display system-parameters customer-
options command.

2. On page 3 of the display, verify that the Computer Telephony Adjunct Links
value is set to v. If this parameter is set to n, contact your Avaya
Representative to obtain licensing for this feature.

L Avaya Site Administration - [Avayati GEDI]

AR e Bt Ven System Acton Took Widew el -8 X
Oles @ e @ RS D [ BEE
Jai | | b | concel jesc) | resa ()| previct 18
= ) Avayson 102 3|a|s|e|7]8]s]ro]n]
© ) Abbeevated Dising OPTIONAL FEATURES
v ol Cemter
¥ () Coverage Abbreviated Dialing Enhanced List? y Audible Message Waiting? y
* L Groups nccess Securlty Gateway (ASG)T n nuthorization Codest y
+ ]tk Analaq Trunk Inconing Call 10Y y Rackup Cluster Automatic Takeouer? n
- Paramenens . /0 Grp/Sys List Dialing Start at 817 y EAS Branch? n
gm::::;’:xj“f:uﬁ Answer Supervision by Call Classifier? y CAS Hain? n
& o “mw_ nbui ARST Y Change COR by FACT n
o e > DR ARS/ARR Partitioning? y Computer Telephony Adjunct Links? y
® ‘mim"_ Sarantiers coskcmar-cplions ARS/AAK Dialing without FAGY n  Gug OF Calls Redirected OFF-net? y
% ) Staten ASAL Link Core Capabilities? n BECS (Pasic)? n
w [ $tans AsAl Link Plus Capabilities? n DCE Call Coverage? n
* ) System Async. Transker Mode (ATH) PHCY o DCS with Rerouting? n
(B Button Labels Asyne. Transfer Hode (ATH) Trunking? o
() Templates ATH WAH Spare Processor? o Pigital Loss Plan Modification? y
ATHS? y D51 HSP? n
Attendant Vectoring? y 051 Echo Cancellation? y
(HOTE: You must logoff & login to effect the permission changes.)
B Taks O Tree
Ready ras I
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Customer Integration Tasks

3. Enter the change ip-services command and go to page 3 of the display. Verify
the AE Services Server is configured and enabled, as shown in the following

image.

Avaya Site Administration - [Avaya01 GEDI]
@ Flle Edit View System Action Tools Window Help

Sl Y = (& & C| [ avapant
S

help (f5)

[ehongeperices ]

=[x

cancel[esc]| enter [f3) |schedule[19]| next [f7) |p|evious[

ﬁ Workspace -~
=[] Avaya01i

+-[Z7 Abbreviated Dialing

+-[17 Call Center

-2 Coverage

+-(2] Groups

12 3]

AE Services
Server

Server ID

AE Services Administration

Password

Enabled Status

+-[Z0 Network

avaya-aes =

in use

=]

=-[Z0 Parameters
[# change system-parameters cdr

[# change system-parameters features

[2] change system-parameters maintenance

[#] change system-parameters security

[ display system-parameters customer-options

=-[Z1 station

R T R Ty

[7] add station next

[ change alias station 9:

[ change console-parameters 10:

[7] change site-data 11:

(2] list call-forwarding 12:

[ list data-module 13:

[#] list station 14:

=-[E3 status 15:

[#] display alarms 16:
[@ display capacity

[#] display errars

[#] display events

[@] list history

[#] list measurements attendant group ~

B Tasks U8 Tree

Ready

Right-dick in a field to see a list of valid entries or help text

NUM

4. To view existing CTI links, enter the list cti-link command.

wvaya Site Administration - [Avaya01 GEDI]

@ Ele Edit View System Action Tools Window Help

ol@ls| @ «|=|e) s (@3] RIS] £ 8 s
S

| zend [return]

help 15

R

cancel [esc] | | | ‘

ﬁ Workspace -~
= 9 Avaya0l
1 (Z] Abbreviated Dialing
+-(Z7 Call Center
+ (] Coverage Link Ext
+-(Z2 Groups 1
+- [ Metwork 5
=] [:l Parameters 5 7887
[#] change system-parameters cdr
[#] change system-parameters features
[Z] change system-parameters maintenance
[#] change system-parameters security
[7] display system-parameters customer-options
=1 (L] station
[7] add station next
[#] change alias station
[#] change conscle-parameters
[#] change site-data
[#] list call-forwarding
[#] list data-module
[ list station
=23 status
[#] display alarms
[#] display capacity
[#] display errors
[#] display events
[#] list history
[#] list measurements attendant group -

B Tasks O Tree

Ready

Type Port
ADJ-IP
ADJ-IP

ADJ-IP

Command successfully completed

CTI LIHKS

NHame
avaya-aes 1 n
avaya-aes 1 n
TEST TSAPi 1 n

2-Dgt
COR  AUXRC

HUM

5. If no valid CTI link is available, enter the add cti-link m command, where "m"

is a valid link number that is not already in use.

Customer Guide to Avaya SMS Integrations
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Customer Integration Tasks

6. In the Extension field, enter a valid extension number for the link.
7. In the Type field, select from the available types.

8. In the Name field, enter a descriptive name for the link.

Ls: Avaya Site Administration - [AvayaQ1 GEDI]

8% Fle Edit View System Action Tools Window Help & x
el @] &/%/|XI| [ 5] B8] ] Faw EF
2 help 5] | cancelfesc] | enter(13) [ schedue (8| nest(7) | previous [

[x5 Workspace ~
= [Z] avayao1 U 1 & 1

- (1] Abbreviated Disling CTI LINK

(2 Call Center CTI Link: 7

= (1 Coverage Extension:

-] Groups Type: [ADJ-IP |

- (L] Network COR: [1

=[] Parameters

Hame: |avaya-aes
[ change system-parameters cdr favay

[#] change system-parameters features

[@] change system-parameters maintenance

[@] change system-parameters security

[2] display system-parameters customer-options
=-(Z3 station

[# add station next

[#] change alias station

[#] change console-parameters

[ change site-data

[@ list call-forwarding

[#] list data-module

[#] list station
=-(Z3 status

[#] display slarms

[#] display capacity

[#] display errars

[@ display events

[#] list history
[#] list measurements attendant group w
P Tasks AT
N Tasks 8 Tree Right-dlick in a field to see a list of valid entries or help text
Ready NUM

After completing this procedure, return to the Customer Configuration Overview.

Create the CTI User Account on the AES Server

O This task may have been completed when you configured the audio source
integration.

Uptivity requires a CTIl User account with proper permissions on the AES server in
order to connect to the TSAPI service via the CTI Link. You can create and configure
this account on the AES Operations Administration & Maintenance (OAM) site.
These instructions use AES 5.2.1. Other software versions may differ.

1. Enter the IP address or hostname of your AES server in a web browser.

2. Log in to the OAM site with a User Admin-level account.
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Customer Integration Tasks

3. Expand the User Management section in the left menu and click Add User.

® N o o

Search Users

» Help

Fle Edt View Go Bookmarks Tools Help

@ -9 g6 @ [ httpssijavaya-es B¥ 0w [Gl
P Getting Started B Latest Headines
3¢ visable [1) Cookiesw b 55+ (2 Forms+ & Images~ @@ Information™ ] Miscellaneous~ 12 Outine (8 Resize~ (Z) Tools~ [T View Sourcer |t £ Options™ (53]
]
AVAVA Application Enablement Services
Operations Administration and Maintenance
% OAM Home @Logouy
e Y You are here: > User Management > Add User gaHelp
|r User Management
List All Users B Add User
Add User LJ

Modify Default User -
Change User Password
«
»_Service Management Common Nams

Fields marked with * can not be empty.

* User Password lCl
* Confirm PasswordlEl
Admin Note l:l
Business Categury|:|
Car License l:l
CcT User
Department Number|:|
Display Name l:l
Employee Numberl:l
Employee Type l:l
Enterprise Handle |:|
Given Name |:|
Home Phone l:l
Home Postal Address l:l B
Initials l:l
Labeled URI |:|
Organization l:l
Pager,—‘ v

[Sa| Done

avaya-ses.btc.callcopy:3443 = (&

On the Add User page, create a user ID and password for the Uptivity CTI User
by entering information in all required (*) fields.

For CT User, select from the drop-down list.

Click Apply.

Expand Administration in the left menu and click Security Database.

Click List All.

CTI Users
UserID____|Common Name | Worktop Name __|Device ID__|
| @ ctiuser |c:ti|.|ser ‘NONE |NONE
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Customer Integration Tasks

9. Select the desired user account and click Edit to display the CTI User settings.

Edit CTI User

User Profile: User ID ctiuser
Commaon Name ctiuser
Worktop Name NONE -
Unrestricted &ccess

Call Origination and Termination / Device Status Any

Call and Device Monitoring:  Device Any
Call / Device Any

Call

Allow Routing on Listed

Routing Control: Devices

None

[ Apply Changes ][ Cancel Changes ]

10. Select the Unrestricted Access checkbox.

O If the Uptivity user cannot have permission to monitor all devices (Unrestricted
Access), you must ensure that this user account is allowed to monitor all relevant
extensions, hunt groups, and VDNSs, both initially and on a continuing basis.

11. Click Apply Changes.

After completing this procedure, return to the Customer Configuration Overview.

Verify the TSAPI Link on the AES Server

O This task may have been completed when you configured the audio source
integration.

A CTI Link (also known as a T-Link) between the Avaya Communication Manager
(CM) and AES is required for communication of events via TSAPI. This link is
configured on the Avaya CM. For details, see Configure the CTI Link on the Avaya
CM.

These instructions use AES 5.2.1. Other software versions may differ.
1. Enter the IP address or hostname of your AES server in a web browser.

2. Log in to the OAM site with a User Admin-level account.
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3. Click CTI OAM Home in the left menu.

e to CT) OAM Screens - Mozilla Firefox

Customer Integration Tasks

Be Bl Yo G0 Rodaks Tooh b

¥ou are hara: = CTI OAM hama

= Welcome to CTT OAM Screens

[dadmin] lagged in on Fri Sept 22 11:50:40 E.5.T. 2006

Changes ta the Secunty Database de not requers 3 restart,

Servica Controler Status
ASATL Link Managar Runaing
CMAPI Service Runeing
CVLAN Service Running

DLG Service Running
Panspart Layer Service
TSAPI Service

Running

For status on actual services, please wse Status and Control.
License Information

alran Cnablement (CT1) version 2.

You are boensed for the following services
* TSAPL

G- -5 O [ rmlimmpmand 8% @ (G
M etting Suwted L Latest Headines
W Doatie= L) Conkier= 5 £35- 3 Fomo o Inspers @ Informabion= 5] Mscelencous= 1% Quine= 03 Reawe~ (@) Teok (T2 View Seurce= 1] Dptors=
Application Enablement Services
Operations Administration and Maintenance

IMPORTANT: AF Sarvices must ba rastartad for admirestrativa changas to fuly taks affact.

E ; © 2005 Avaya Inc. All Rights Reserved.

4. Verify the TSAPI service is listed and the Controller Status reports as

5. Under the License Information section, verify TSAPI is listed as a licensed

service.

6. Expand Administration in the left menu and click CTI Link Admin.

7. Click TSAPI Links to display the Add/Edit TSAPI Links page.

3 Mazilla Firefox

e Edt few o Dockmads Toos  Mep
G- -0 D[ s
e

B e ) Cooiies= T3 €35~ 7 o 4 bmages (8 Informalion= (5] Macelwncoun 17 Outiee= (3 Resie~ (8 Tooks~ (T View Source-

> CTILnk Admin > TSAPI Links

Ports B Add / Edit TSAPI Links

Switch Connections
« CT1 Link Admin Link: ? o
5 Switch Connection: Aorayall »
3
Switch CT1 Link Numbar: 7T =
DLG Links

+ CMAR] Configuration [ Changas | |_Cancal Changes
T5AP] Configuration

v Secunity Database

5 Contral

© 2005 Avaya Inc. All Rights Reserved.

£ cotors- @ |

Application Enablement Services

Operations Administration and Maint

a% 0w |G

8. Verify the appropriate Link Number and Switch Connection settings for your
telephony network are listed and click the Apply Changes button.

After completing this procedure, return to the Customer Configuration Overview.

Customer Guide to Avaya SMS Integrations
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Customer Integration Tasks

Verify TSAPI License Availability

O This task may have been completed when you configured the audio source
integration.

. Licensed Products
'+ APPL_ENAB You are hers: Licensed products > Appliestion Ensblement (CTI)
Application_Enablement

| Uninstall License License installed on: Apr 23, 2010 10:36:16 AM EDT

| Change Password

View Peak Usage
| Server Properties

»Manage Users Licensed Features

Loqout Feature Expiration
{ (Keyword) Cxp Licensed FEmet

Unified CC API Desktop Edition

(VALUE_AES_AEC_UNIFIED_CC_DESKTOR) 2011/04/23 11000

Device Media and Call Cantrol

(VALUE_AES_DMCC_DMC) 2011/04/23 | 100 0
R,LSLUE_AES_DLG) 2011/04/23 16 0
(CV\QLSJNE f::é,cvwv, ASAT) 2011/04/23 |16 0
(VALLE AES AeC SMALL ADUANCED)  Z0RMe4/23 3 o
(C\/\{Aﬁ.lr\:zf;grl?:c%:i{‘ E%Fi\RY,LINKSJ 2011/04/23 |16 0
(VALUE AES.AZC. LARGE ADVANCED)  ZDEM04/23 3 :
e ——— .
T L :

SmaIISENErTypEs

MemurnSErverT
ibrmx308; mmsnsm dEHlQSD xen;hs20;hs20_8832_wm
LargeServerT)
isp2100; \brm(BEIS d\SBDgS dI385g1;d13852; unknown
TrustedApplications: 1PS_001, BasicUnrestricted,
AdvancedUnrestricted, DMCUNrestricted; 1XP_001,
BasicUnrestricted, AdvancedUnrestricted,
DMCUnrestricted; 1XM_001, BasicUnrestricted,
AdvancedUnrestricted, DMCUnrestricted; PC_001,
BasicUnrestricted, AdvancedUnrestricted,

Product Notes 2011/04/23 | DMCUnrestricted; CIE_001, BasicUnrestricted, Not
(VALUE_NOTES) AdvancedUnrestricted, DMCUnrestricted; OSPC_001, | counted

BasicUnrestricted, AdvancedUnrestricted,
DMCUnrestricted; WP_001, BasicUnrestricted,
AdvancedUnrestricted, DMCUnrestricted;
SAMETIME_001,
VALUE_AEC_UNIFIED_CC_DESKTOP,,; CCE_001,
BasicUnrestricted, AdvancedUnrestricied,
DMCUnrestricted; CSI_T1_001, BasicUnrestricted,
AdvancedUnrestricted, DNCUnrestricted; CSI_T2 001,
BasicUnrestricted, AdvancedUnrestricted,
DMCUnrestricted; AVAYAVERINT_001,
BasicUnrestricted, AdvancedUnrestricted,
DMCUnrestricted;

Acquired Licenses

VALUE_AES_TSAPI_USERS TSAPI (avaya-aes521)

For this integration, Avaya requires that one TSAPI license be available for every
station that Uptivity will monitor for audio. Licensing on the AES is managed
through the Web License Manager (WebLM) interface. This site is located at the
following address: http://aes-server/WebLM/, where "aes-server" is the hostname
or IP Address of your AES server.

1. Browse to the WebLM site for your AES server in a web browser and log in with
an administrative account.

Under the Licensed Products menu section, click Application Enablement.

3. On the Licensed Features table, the TSAPI Simultaneous Users entry will
list the Licensed (total) and Acquired (used) values for TSAPI licenses.

After completing this procedure, return to the Customer Configuration Overview.
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Customer Integration Tasks

Configure UCID (Optional)

O This task may have been completed when you configured the audio source
integration.

The Uptivity integration with Avaya TSAPI optionally supports Call Segments. This
functionality allows users to locate and play separate, related recording files that
are part of the same call interaction. If you want to use this feature, you must
configure the Avaya CM to send the Universal Call ID (UCID) to Uptivity so that it is
captured on every call.

1. Log into the Avaya CM.
2. Run the following command: change system-parameters features.

3. On screen 5 of Feature-Related System Parameters, set Create Universal Call
ID (UCID)? to

4. On screen 5 of Feature-Related System Parameters, enter a value in the UCID
Network Node 1D field (the system may not save changes if this field is blank).

5. On screen 13 of Feature-Related System Parameters, set Send UCID to ASAI?
to

After completing this procedure, return to the Customer Configuration Overview.

Verify Installation of AES Web Service RPMs

Several Web Service RPMs that are required for this integration should have been
installed on your AES server when it was set up. You should verify that they have
been installed and are configured correctly. These instructions are from the Avaya
Application Enablement Services Web Services Programmer’s Guide Release 5.2;
other AES versions may differ.

1. Log in to the AES Operations Administration & Maintenance (OAM) site with an
appropriately-permissioned account.

2. Navigate to CTI OAM Administration > Help > About AE Services.

3. From the list of installed aesvcs RPMs, confirm the SMS RPM is present as
shown:

» Telephony Web Service RPM: aesvcs-telephonysvc-<version
number=>.<build number>

Customer Guide to Avaya SMS Integrations 17



Customer Integration Tasks

=  System Management Service RPM: aesvcs-sms-<version number>.<build
number=>

= Call Control RPM for Telephony Web Service: aesvcs-callcontrol-
<version number>.<load number=

® This information can also be accessed from the command line:
[ l/opt/mvap/bin/swversion —a .

After completing this procedure, return to the Customer Configuration Overview.

Configure SMS

T
S

1.
2.
3.

1

hese instructions are from the Avaya Application Enablement Services Web
ervices Programmer’s Guide Release 5.2; other AES version may differ.

Log in to the AES Management Console with System Administrator privileges.
From the main menu, select AE Services > SMS.

On the SMS Configuration page, in the Default CM Host Address field, enter
the CM IP address.

Leave any remaining settings at the default values and save.

8 Customer Guide to Avaya SMS Integrations
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Customer Administration Tasks

There are no ongoing administrative tasks related to this integration other than
those required by the audio acquisition method. If you add or reconfigure channels,
you must perform the tasks associated with passive VolP, which can be found in the
Customer Guide to Passive VolP Recording.

Verify SMS Functioning

This task is not required. However, there may be times when you need to verify
that SMS is returning the correct information. These instructions are from the
Avaya Application Enablement Services Web Services Programmer’s Guide Release
5.2; other AES version may differ.

1. In a web browser, navigate to https://<ip address>/sms/sms_test.php, where
<ip address= is the IP address of the Application Enablement Services server.

2. Log in with the username and password configured for SMS.
3. Enter these Request Parameters:

* Model — Station

» Operation — list

= Objectname — * will return all fields.

* Fields — * will return all fields.

4. Click Submit Request.

Customer Guide to Avaya SMS Integrations 19
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